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[enapTaMeHT rocygapCTBEHHOWN NONUTUKM B cchepe obuiero obpasoaHns MnHobpHaykm
Poccun HanpaensieT ons ceBefeHusa paspaboTtaHHble BpemeHHon komuccuen CoseTta
depepaumm No pasBUTUO MHPOPMALMOHHOIO 00LecTBa MeToANYECKME pekoMeH4aumm
O pasMeLleHNUn Ha WMHAOPMAUMOHHLIX CTeHAax, oduumanbHbIX WHTEPHET-CanTax W
ApYyrMx MHPOPMAaLMOHHbIX pecypcax oblieobpasoBaTenbHbIX OpraHM3aLmi 1 OpraHos,
OCyLLEeCTBAALWMNX ynpasBreHme B cepe obpasoBaHus, MHpopmMaumm o HGesonacHom
noBegeHNn 1 ncnonb3oBaHun cetn "IHTepHeT".
HOupektop [enaptameHTa
A.E.METPOB
[MpunoxeHue
METOOAUWYECKUE PEKOMEHOALIUA
O PASMELWWEHUN HA VUHO®OPMALIMOHHbIX CTEHAOAX, O®PULIUATIbHbLIX
WHTEPHET-CAUTAX U OPYI'MX MH®OPMALIMOHHbIX PECYPCAX
OBLLUEOBPA30OBATENbHbIX OPFAHU3ALUA U OPIFAHOB,
OCYLWUECTBNAKOLWUX
YMNPABJIEHUE B C®OEPE OBPA30OBAHUA, UHPOPMALIUN O BE3OINMACHOM
NOBEAEHUX U UCNMOJIb3OBAHUU CETU "MHTEPHET"
Okcneptamn 1 uyneHamu BpemeHHon komuccum CoeTta depepaumm Mo pasBUTUIO
NHpOpPMaLMOHHOro obLiecTBa B paMKax BbINOSIHEHUS peKOMeHOaunn naprameHTCKnX
cnywanun "AkTyanbHble BOMpocbl obecrneyeHnst 6e30nacHOCTM U pasBUTUA OETEN B
MHOPMaLIMOHHOM NpocTpaHcTBe", koTopble npownun B Cosete ®enepaumn 17 anpensd
2017 r., ObInMn paspaboTaHbl MeToAMYECKME peKoMeHZauuuM O pasMeLlleHUun Ha
MHPOPMALIMOHHBIX  CTeHAax, opuMuManbHbIX  MHTEpHeT-canTax U Opyrux
MH(POPMaLMOHHBIX pecypcax oblieobpasoBaTefibHbIX OpraHu3auum U  OpraHos,
OCYLLIeCTBNALWMX ynpaBneHne B cdepe obpasoBaHus, MHpopmaumm o 6eszonacHom
noBeAEHUN N UCNonb3oBaHnn ceTn "HTepHeT" (aanee - MeTognyeckme pekomeHgauum).
MeToguyeckme pekoMeHOauum HanpaBfeHbl Ha KavyeCTBEHHOEe MOBbILEHWE YPOBHSA
NHPOPMALIMOHHON LeATenbHOCTU obLleobpasoBaTefibHbIX OpraHu3auuim M OpraHos,
OCYLLIECTBNALWMX YynpaBneHne B cdepe obpas3oBaHusl, B YacT MHGPOPMUPOBAHUSA
yyalnxcs, Ux poantenen (3akoHHbIX NpeacTaBuTenen) n negarormyeckmx paboTHMKOB
06 OCHOBHbIX acnekTtax nHpopmaunoHHon 6e30nacHOCTU.
MeToanyeckne pekomeHgauMuM Mo3BonAT obleobpasoBaTeribHbIM OpraHu3auusam U
opraHam, OCyLeCTBNANLWMM ynpaBneHue B ccpepe obpas3oBaHus, akTyannuampoBaTh yxe
ncnonb3yemble U pasMeLLeHHble MHAPOPMALMOHHbIE MaTepuarbl, Tak U NOArOTOBUTb UX
B Criydae Mx OTCYTCTBUS C y4ETOM NyYLUNX MNPaKTUK U peKkoMeHOauni.
B pamkax metogmyecknx pekomeHgaumi paccMaTpuBaloTCs CrieaytoLme MHCTPYMEHTbI:
1. MH(bOpMaLMOHHbIE CTEHAbI;
2. ohuumanbHble MHTEPHET-PeCypChbl;
3. cpeacTtBa MaccoBOW MHGOpMauuKM (LWIKOMbHbIE ra3eTbl, negarorndeckne nsgaHus u
Apyrve).
MHdopmaLnOHHbIe cTeHAbI
Ha  wuvHdopmauuoHHbix  cTeHgax B obuleobpasoBaTenbHbiX  OpraHu3auusx,
pPacnonoXeHHbIX B hone ydpexaeHnn n B kabuHeTax, OCHaLLEHHbIX NepcoHanbHbIMN
ycTpoucTBamMu Ans Bbixoda B ceTb "WHTepHeT", pekoMmeHOyeTcs pas3MecTuUTb
NHPOPMALIMOHHbIE MaMSATKW, coAepXalMe OCHOBHble COBEeTbl Mo obecneyvyeHuto
NHpOpMaLMOHHOM 6e30MacHOCTM yYaLLMXCs.



B npunoxeHnn N 1 K meTogmMyeckum pekomeHgaumam npeactaBneH obpasel, namATkm
AN pasmeLLeHnst Ha MHAPOPMALMOHHbIX CTEHAAX.

CpeacTtBa MmaccoBon MHopmMauum
B cpegctBax maccoBor uMHGOpPMauuMmM, OPUEHTMPOBAHHBLIX Ha oby4varoLimxcs,
pekoMeHayeTCs B TedeHne y4ebHOoro roga perynspHo nybnukosatb MHOPMALMOHHBbIE
mMaTepwuarnbl, NOCBSLEHHbIE OTAENMbHbIM acnektam nHdpopmaumoHHon 6esonacHocTuH, a
Takke pasnuyHble NnamaTkM obLLero xapakrepa.

B cpegctBax MaccoBon WMHOpMauUMK, OPUEHTUMPOBAHHBIX Ha Nefarormyeckyro
OOLEeCTBEHHOCTb, PEKOMEeHOYeTCs B TedeHue KaneHaapHoro roga perynspHo
ny6nukoBatb MHOPMALNOHHbIE MaTepuanbl, MOCBALLEHHblIE OTAENbHbIM acnekTam
NHOPMaLMOHHOM 6GesonacHoCTH Kak HECOBEPLLUEHHONETHUX, Tak n
obueobpasoBaTefibHbIX OpraHu3aumMin, a Takke pasfnuyHble namAaTtkn, 0630pbl
HOPMAaTMBHO-NPABOBOrO PErynMpoBaHnsa 4aHHON cpepbl U MHPOPMaLMIO O akTyarbHbIX
MeponpusaTMAX U cobbITUAX B aHHOW cdepe.

B xope nposegeHus EguHoro ypoka no ©GesonacHoctv B cetn  "UHTepHeT"
pekomeHayeTcss obecneynTb BbIMYCK TeMaTUYEeCKOro Bbifycka cpencTBa MacCOBOW
nHpopmaumm nnbo cepun nybnukaumin, cpeanm KoTopbiX pacCMOTPETb OPraHM30BaHHbIE
MeponpuaTus ans obyyarwmxcs, Mx poauTenen (3akoHHbIX npeacTaBuTenen) wu
negarormyeckon obLLECTBEHHOCTH.

OdmumanbHble UHTEepHeT-pecypcebl
ObweobpasoBaTernbHbIM  OpraHM3aumnsaM pPeKkoMeHAYeTCs Ha CBOMX oduunanbHbIX
NHTepHeT-pecypcax  obecneunTb  (PYHKUMOHMPOBAHME  CAMOCTOATENBHOIO U
cneumanuanpoBaHHoro pasaena "MHdgopmaumoHHas 6e30nacHoOCTL", B paMKax KOTOPOro
NpeaycMOTpeTb pasMmelleHne criefyoLlen nHpopmaumm:

dopmat
npeacraBjaeHUs
N[ Pasnen/moapasaen MaTepuaioB Coaep:xkaHue MaTepHajIoB
Pa3meLlatoTcsa Konmm AOKYMEHTOB, T.€.
CKaHWUPOBAHHbIN BapuaHT LOKYMEHTA,
COOTBETCTBYOLLMIA TpeboBaHUAM K
napameTpam CKaHUPOBaHUSI.
JlokanbHble PasmelLaoTcs JOKYMEHTI,
HOPMaTUBHbIE aKTbl B pernameHTUpyoLLmne opraHMsaumio
cchepe obecneyeHns paboTy C nepcoHasnbHbIMN OAHHBIMW,
MHOpPMaLMOHHON Konunu nnaHbl MEPONPUATMIA NO obecneyeHnto
GesonacHoCTK NOKYMEHTOB B [MH(popmaumoHHon 6e3onacHocTm
1.|o6yyatomxca dopmate *PDF [obyyatowmxcs n gpyrue.
My6nukytoTcs akTyanbHble CBEAEHUS O
beneparnbHbIX U perMoHarnbHbIX 3aKOHax,
nMCbMax OpraHoB BfacTu 1 gpyrue
HOPMaTUBHO-NPAaBOBbIE AOKYMEHTHI,
pernameHTupyrowme obecneyeHme
NHOPMaLMOHHON Be3onacHOCTH
HecoBepLleHHoneTHMX. [lonyckaeTca
BMECTO KOMui pasmMeLlaTb rmnepccChinku
Konun Ha COOTBETCTBYHOLLME AOKYMEHTbI Ha
HopmaTusHoe NOKYMEHTOB B [canTax opraHOB rocygapCTBEHHOM
2 |perynnposaHue dopmate *PDF [Bnactw.
PasmeluaroTcsa metognyeckme
pekoMeHAaunn n ykasbliBaeTcs
Meparormyecknm TekcT Ha NHpopMaLma 0 MeEpPONPUATUSX,
3.JpaboTHUKam CTpaHuLe canTa|npoeKkTax n nporpaMmmax, HanpasreHHbIX




Konuu Ha NoBblLeHne NH(POPMaLIMOHHOM
NOKYMEHTOB B [(PaMOTHOCTM Neaarorn4eckux

dopmarte *PDF [paboTHuKOB.

Pasmelaetcs nHdpopmalMoHHas
namaTtka (npunoxerHne N 2) n
yKasblBaeTcsa nHdopMaums o
MEepPOonpUATUSX, NPOeKTax U nporpammax,
HanpaBfieHHbIX Ha NOBbILEHWE

TekcT Ha NHPOPMAaLIMOHHOW rPaMOTHOCTU
4.|0O6yyatommces CTpaHuue canTalobyyaroumxcs.
Pogutenam (3akoHHbIM
npeacTaBUTENSM) TekcT Ha Pasmeluaetca nHgopmaunoHHas
5.JobyyaroLmxca cTpaHuue canTtalnamaTka (npunoxexve N 3).
Pasmeluaetca nHgopmauus o
pEKOMEHAYEMbIX K MCMOMb30BaHUIO B
[leTckne 6e3onacHble ([TekcT Ha y4yebHOM npouecce 6e3onacHbIX canTax,
6.[canTbl CTpaHuue canTta|baHHepbl 6e30nacHbIX AETCKMX CanToB.

OpraHawm, ocyLiecTBNsAOWUM yrnpaBrneHue B cepe obpasoBaHus, peKOMeHOyeTCs Ha
cBoux  odwmumanbHbix  MHTepHeT-pecypcax  obecneuntb  QYHKLUMOHUPOBaHUE
CaMOCTOATENBHOro n cneumnanmanpoBaHHOro pasgena  "MIHpopmaumoHHas
©e3onacHoOCTb", B paMKax KOTOPOro npeaycMOTPETb pasMeLleHMEe CreayoLen
NHopMaLnn:
MpunoxeHne N 1
NAMATKA
ans osYYAKLWMXCA O MUHOOPMALIMOHHOW EE3ONACHOCTU OETEN
HEJb3A
1. Bcem noapsia coobuiatb CBOK YacTHY MHopMaumio (HacTosilwme nms, ammnuio,
TenedoH, agpec, HoMep LLKOSbIl, a Takke poTorpadumn cBon, CBoEN CEMbU U APY3eEN);
2. OTKpbIBaTb BIIOXEHHbIE (halisbl ANIEKTPOHHON NOYThI, KOrAa He 3Haellb OTNpaBuTenNs;
3. MpybuTb, NnpugmpaTtbcs, okasbiBaTb AaBreHne - BeCTU ceba HEBEXINMBO U arpeCcCuUBHO;
4. He pacnopspkancs geHbramm TBOEW ceMbu 06e3 paspelueHusi cTaplumx - Bcerga
crnpawmvBan poguTeneu;
5. He BcTpevaincsa ¢ VIHTepHeT-3HAKOMbIMU B pearibHOM >XU3HW - MOCOBETYMNCS CO
B3POCSbIM, KOTOPOMY OBEPSELLb.
OCTOPOXHO
1. He Bce nuwyT npasgy. Yntaewb o cebe HenpaBay B MIHTepHeTe - coobm 06 aTom
CBOVIM poaUTENSAM UMK ONeKkyHawm;
2. MpurnawatoT nepenncbiBaTbCs, Urpatb, 0OMeHNBaTLCS - MPOBEPDL, HET N NOABOXA;
3. HesakoHHOe konupoBaHue gannos B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBan B3pocnbiM 0 Npobriemax B CETU - OHU BCeraa nomoryT;
5. Wcnonb3yn HacTponkum 6e30nacHOCTM M MPMBATHOCTWU, YTOObI HE MOTEpsATb CBOMU
aKKkayHTbl B COLICETSIX M OpYrMx nopTanax.
MOXHO
1. YBaxaun gpyrnx nonb3oBaTtenemu;
2. Nonbk3ayelwwbes MHTEPHET-UCTOYHUKOM - ienain CCbINKY Ha Hero;
3. OTKpbIBaM TOMbKO T€ CCbISIKK, B KOTOPbIX YBEPEH;
4. ObwaTtbCca 3a NOMOLBIO B3POCHbIM - POAUTENM, ONEKYHbl U aAMUHUCTPaALNSA CalToB
BCerga nomoryT;
5. NMpongn oby4veHne Ha cante "CeTeBUYOK" 1N NONYYN NacnopT LMEPOBOro rpaxgaHuHa!
MpunoxeHune N 2
MHPOPMALIMOHHAA MAMATKA
Ansa obYHAKOLWUXCA AnA PASMELLEHUA



HA O®PUUUNAJTIbHBLIX UHTEPHET-PECYPCAX
C KaxkgbIM rogoM MOSOAEXN B MHTEPHETE CTAHOBUTLCSA Oonblue, a LWKOMbHUKN O4HU U3
CaMbIX aKTMBHbIX norib3oBatenen PyHeTta. Mexay TemM, MOMMMO OrPOMHOMO KONnMyecTBa
BO3MOXXHOCTEN, UHTEPHET HeceT M npobnembl. OTa nNamsTka AO/MKHa Nomouvb Tebe
©e3onacHoO HaXoAUTbLCA B CETU.
KomnbtoTepHble BUPYChI
KomnbloTepHbIN BUPYC - 3TO pa3HOBUAHOCTb KOMMBIOTEPHbLIX MPOrpaMm, OTANYUTENBHON
0COBEHHOCTBIO KOTOPOW £IBASIETCA CMOCOOHOCTb K pas3MHOXeHuo. B gononHeHune K
3TOMY, BMPYCbl MOTYT MOBPEAUTb UM MOSTHOCTBIO YHUYTOXWUTb BCE (hainbl U OaHHbIE,
NOAKOHTPOSIbHbIE MOSIb30BaATEND, OT MMEHM KOTOporo Obina 3anyweHa 3apaXKeHHas
nporpaMmma, a Takke MOBPeauTb UM JaXe YHUYTOXUTb OMnepaumoHHY CUCTEMY CO
BCEMU hannamu B LesioM. B BonbLUIMHCTBE CriydaeB pacrnpoOCTPaHATCS BUPYChl Yepes
NHTEpPHET.
MeToabl 3aLWnTbl OT BPEAOHOCHbIX NPOrpamMm:
1. Vcnonb3yi coBpeMeHHble OrnepaunoHHble CUCTEMbI, UMELNe cepbe3Hbli YPOBEHb
3aWnTbl OT BPEAOHOCHbIX NPOrpamm;
2. lMocTosiHHO ycTaHaBnuBanm nadtv (UMpPOoBLIE 3annaTtku, KOTOpble aBTOMATUYECKU
yCTaHaBnMBalOTCA C Lenblo AopaboTku nporpaMmmbl) U Apyrme OOHOBMNEHUS CBOEN
onepaumoHHon cuctembl. CkaumBam ux TONbKO C opuumanbHOro camta paspaborymka
OC. Ecnu cyLiecTByeT pexnm aBToMaTU4eCKoro 0GHOBIIEHNS, BKIIOYM €rO;
3. PaboTtan Ha cBOEM KOMMbIOTEPE MOA NpaBamMun Nofb3oBaTeNs, a He aAMUHUCTPaTopA.
OTO He no3BoNUT BOMNbLUINMHCTBY BPEAOHOCHbLIX NPOrpaMM MHCTanIMpoBaTbCs Ha TBOEM
NepcoHaribHOM KOMMbIOTEPE;
4. Ncnonb3yn aHTUBUPYCHbIE NPOrpaMMHble NPOAYKTbl M3BECTHbLIX Mpou3BoauTenen,
aBTOMaTU4eckum obHoBneHnem 6as;
5. OrpaHunyb om3n4ecknin 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHMUX NNL,;
6. Mcnonb3yn BHeLWHNE HOCUTENU MHpOopMaLMK, Takne Kak drieLlka, gUCcK unm gamn s
NHTEpPHEeTa, TONbKO U3 NPOBEPEHHbLIX MCTOYHWUKOB;
7. He oTkpbiBan KOMMbIOTEPHbIE (halsibl, MOMYyYEHHblE M3 HEHAAEXHbIX MCTOYHWUKOB.
[axe Te drannbl, KOTOpble Npucnan TBOW 3HAKOMbIN. Jlyylle YyTOYHW Y Hero, oTnpasnan
nn oH Tebe unx.
Cetn WI-FI
Wi-Fi - 370 He BMA nepegayn AaHHbIX, He TEXHONOMNSA, a Bcero nuiwb 6peHa, mapka. Ewe
B 1991 rogy HuaepnaHackass kKomnaHust 3apeructpupoBana 6peng "WECA", Jto
obo3Havano crnosocodeTtaHne "Wireless Fidelity", «koTopbin nepeBoauTCa Kak
"GecnpoBogHas TOYHOCTL".
[o Hawero BpemeHu fowna gpyras abbpesBuatypa, KoTopas SBNAETCA TakoM e
TexHonormen. 910 abbpesunartypa "Wi-Fi". Takoe HasBaHue 6bINO0 4aHO C HAMEKOM Ha
CTaHdapT BbiCLLUEM 3BYKOBOM TexHuku Hi-Fi, 4yTo B nepeBoge o3HayaeT "BblCOKas
TOYHOCTBL".
[a, 6ecnnaTHbI MHTEPHET-A0CTYN B Kade, OTeNsX U asponopTax ABNAETCA OTANYHON
BO3MOXHOCTbIO BbIXoAa B MWHTepHeT. Ho MHOrMe aKkcneptbl CYATAKOT, 4TO
obwepnoctynHble Wi-Fi ceTn He siBnsitoTcst 6e30nacHbIMU.
CoBeTbl N0 6e3onacHoCcTn paboThl B 00weaocTynHbix cetsax Wi-fi:
1. He nepepaBan CBOW NMYHYKO WMHGOpMauuio Yeped obwenoctynHele Wi-Fi cetn.
PaboTas B HUX, XXenaTtenbHO He BBOAWUTb NAponun JOCTYNa, NOrMHbl U KakMe-To HoMepa;
2. Vlcnonb3yn n oBHOBRSAM aHTUBUPYCHbIE NporpamMMmbl 1 6paHgmayep. Tem caMmbiM Thbl
obesonacuwb cebsi OT 3aKkaykm BUpyca Ha TBOE YCTPOWMCTBO;
3. lMNpu wucnonb3oBanum Wi-Fi oTknoum yHkumio "O6wmin goctyn Kk dannam wm
npuHTepam". [aHHaa yHKUMA 3akpbliTa MO  YMOSYaHUIO, OOHaKO HEKOoTopble
nonb3oBaTenun akTMBUPYIOT ee Ans yaobcTea ncnonb3oBaHus B pabote unum yyebe;



4. He wcnonb3yn nyonuyHbin WI-FI ona nepegayn nNUYHbIX AaHHbIX, Hanpumep and
BbIX04a B coumaribHble CETU UMK B SNIEKTPOHHYHIO MOYTY;

5. Wcnonb3yn TOonbKo 3awumiieHHoe coenuHeHne yeped HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoaM UMeHHO "https://";

6. B mobunbHom TenedoHe oTknoum dyHkumio "MogknoveHme k Wi-Fi aBTomaTtmyeckun".
He ponyckan aBTOMaTuMyeckoro noakntodeHuns yctpouctea k cetam Wi-Fi 6e3 TBoero
cornacus.

CoumnanbHble cetn

CoumanbHble CeTM aKkTUBHO BXOLAT B HALLY XXW3Hb, MHOTME Noan paboTaloT U XKMBYT TaMm
NocTosiHHO, a B Facebook yxe 3apernctpmpoBaH munnuapn YenoBek, YTO ABMSeTCS
OOHOW ceabMOn BCeX xutenen nnaHetbl. MHorme nonb3oBaTeNnM He MOHMMAaKT, YTO
NHOpMaUNs, pasMELLEeHHast MMM B COUManbHbIX CETSX, MOXET ObiTb HangeHa u
MCcrnonb3oBaHa KeM yrogHo, B TOM 4Mcre He obsa3aTenbHO ¢ Gnarmmm HamepeHusiMu.
OcHoBHble coBeTbl M0 6€30MacHOCTM B coumarnbHbIX CETAX:

1. OrpaHudb cnvcok apysen. Y Tebs B Opy3bsX He AOMKHO ObiTb CrnyYanHbIX WU
HEe3HaKOMbIX NIOAEN;

2. 3awmLian cBOK YacTHYK XU3Hb. He ykasbiBan naponu, tenedoHbl, agpeca, aaTty
TBOEr0 POXAEHUA W APYry JUYHYIO WHOPMauUnMio.  3M0YMbILLMAEHHUKN  MOryT
MCronb3oBaTb Jaxe WH(opMaumio O TOM, Kak Tbl U TBOWM pPOAUTENU MnaHupyeTte
NPOBECTU KaHWUKYIbl;

3. 3awmian cBow penyTauuio - 4EPXKN ee B YMCTOTE 1 3agaBan cebe Bonpoc: XxoTen Obl
Thbl, YTOObI Apyrve Nonb3oBaTeNn BUAENMU, YTO Thl 3arpyxaelwwb? Nogyman, npexae 4yem
YTO-TO ONyGnMKoBaTh, HaNUcaTb U 3arpy3nThb;

4. Ecnu Tbl roBopuLlb C NIIOABMW, KOTOPbIX HE 3Haellb, HE UCMONb3y CBOE pearibHoe
NMS N OPYTYHO NINYHYO MHOPMaLUMK: NMS, MECTO XXUTENbCTBA, MECTO y4ebbl 1 npoyee;
5. N36eran pasmelueHnsa dpotorpacuit B VIHTepHeTe, rae Tbl N300paXkeH Ha MEeCTHOCTH,
MO KOTOPOM MOXXHO OMNpeaenuTb TBOE MECTOMONOXEHNE;

6. Mpun pernctpaumm B coumanbHON CceTU HEOBXOAUMO UCMONb30BaTh CNOXHbIE Napony,
cocrosime n3 6yks 1 undp 1 ¢ KONMYECTBOM 3HAKOB He MeHee 8;

7. lnsa coumnanbHOM ceTn, NOYTbLl N OPYrMX CanToB HEODXOAMMO UCMOMb30BaTh pasHble
naponu. Toraa ecnu Tebs B3fNOMaroT, TO 3MOYMbILUIEHHUKM NOfyYaT AOCTYN TOMbKO K
OLHOMY MECTY, a He BO BCe cpaasy.

ONEKTPOHHbIE AEHbMN

OnEKTPOHHbIE AEHbIM - 3TO OYEeHb yAOOHbIM cnocob nnartexen, o4HaKO CyLEeCTBYHOT
MOLLIEHHUKWN, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIN.

OnEeKTPOHHbIE AEHbIMN NOSABUINCE COBCEM HELaBHO U UMEHHO M3-3a 3TOMO BO MHOMMX
rocygapcteax 4O CUX MOpP He MPOonMcaHo Npo HUX B 3aKOHAaX.

B Poccum e oHM (PYHKLUMOHUPYIOT U O HUX YXKe NPONUCaHo B 3aKOHe, rae ux pasgenstoT
Ha HECKOSIbKO BUAOB - aHOHUMHbIE M HE aHOHUMHbIE. PasHunua B TOM, YTO aHOHUMHbIE -
3TO Te, B KOTOpbIX paspellaeTcsa npoBoAUTbL onepaumm 6e3  mnaeHTudukaumm
nonb3oBaTensi, a B HEaHOHUMMHbIX WAEeHTUdUKaAUMS nonb3oBaTens SBMsETCs
0bs13aTenbHON.

Takke crnefyeT pasfnmyaTb ANIEKTPOHHbIE (bmnaTHble AeHbrMN (paBHbI rOCYyAapCTBEHHbLIM
BantoTam) 1 3NEKTPOHHbIE HENATHbLIE AEHBIV (HE PaBHbI rOCY4apPCTBEHHbLIM BanoTam).
OcHoBHble coBeTbl N0 6e3onacHom paboTe C ANEKTPOHHBIMU AEHbraMU:

1. MNpuBskn K c4eTy MobUNbHLIN TenedoH. OTO caMbli YAOOHLIM U BbICTPLIN cnocod
BOCCT@HOBUTb A0CTYN K cyeTy. [1puBa3aHHbIn TenedoH NOMOXeT, ecnu 3abyaellb CBOWM
NNaTeXHbI Naposib UNKU 3angellb Ha CanT C HE3HAKOMOro YCTPONCTBA;

2. Ncnonb3yn ogHopasoBble naponv. ocne nepexoga Ha YCUMEHHYH aBTOpM3auuio
Tebe yxxe He ByaeT yrpoxaTb OMacHOCTb KpaXkn Ui nepexesarta nnaTexHoro napons;

3. Bbibepu cnoxHbin naposnb. lNpecTtynHukam 6ygeT He NpOCTO yragaTb CrOXHbLIN
naponb. HagexHble naponu - 3To nNaponu, KoTopble cogepXaT He MeHee 8 3HaKoB U



BKITHOYAOT B Ce0S CTPOYHbIE U MPONUCHbIE BYKBbI, LNPblI U HECKONBKO CMMBOJIOB, Takue
Kak 3HaK gonnapa, doyHTa, BocknuuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOOM CBOM NMYHbIE AaHHbIE HA canTaXx, KOTOPbIM He JoBepseLlb.

ONEeKTpoHHas noyta

ONeKTpOoHHas noYTa - 3TO TEXHOMNOMMA 1 NPeaoCTaBnseMble el YCryrn no nepechbisike u
MNOMYYEHUID SNEKTPOHHbLIX COOBLLEHUI, KOTOpble pacrnpefenstoTca B KOMMbOTEPHOM
cetn. OObIYHO 3NEKTPOHHbIA MOYTOBLIA AWMK BbIFNAAUT crnegylowmm  obpasom:
MMS_Norib3oBaTens@ums_aoMeHa. Takke Kpome nepefadm npocToro Tekcta, uMeeTcs
BO3MOXHOCTb NepefasaTb hansibl.

OcHoBHble coBeTbl Mo 6esonacHom paboTe C INEeKTPOHHOW NOYTON:

1. Hago BbibpaTh npaBuibHbIN NOYTOBLIN CEPBUC. B MHTEpHETE eCTb OrPOMHBbIV BbIGOP
OecnnaTHbIX MNOYTOBLIX CEPBUCOB, OAHAKO nydlle LOBEPSTb TeM, KOro 3Haellb U KTO
NnepBbl B PEUTUHTE;

2. He ykasbiBan B NMYHON MOYTE NMYHYKO MHGOpMaumio. Hanpumep, nyduwe BbliOpaTtb
"My3blkanbHbIn_daHat@" nnm "pok2013" BmecTo "Tema13";

3. Vicnonb3yn OByxaTanHyo aBTopu3auunio. 3TO Koraa NOMUMO Mapons HY>XHO BBOAMTb
Kog, npucbinaemMoln no SMS;

4. Bblbepn cnoxHbii naponb. [Ans Kaxaoro MoOYTOBOro AlMKa AO0SKEeH OblTb CBON
HaOeXHbI, YCTOMYMBLIN K B3STOMY Naporsib;

5. Ecnn ecTb BO3MOXHOCTb HanmcaTb CamMOMYy CBOW JfIMYHbLIM BOMPOC, UCMOMb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3yh HeCKOSIbKO MNOYTOBbIX AWMKOB. [lepBbIM ONA YACTHOWM MNepenuckn c
agpecaTamMmu, KOTOPbIM Tbl AOBepSeLlb. OTO 3MEKTPOHHbLIN apec He Hago UCMOoNb30BaTb
npu permctpaumm Ha oopymax n cantax;

7. He oTkpbiBan thannbl U gpyrne BrOXEHUS B NMUCbMax, Aaxe ecriv OHWM Npuwnu ot
TBOMX Apy3€en. Jlydle yTOYHU Y HUX, OTNPaBAsin i oHn Tebe aTn dannbl;

8. MNMocne okoH4YaHnA paboTbl HA MOYTOBOM CepBUCE Nepen 3aKpbITUEM BKNagKN C CauToOM
He 3abyab HaxaTb Ha "Bbintn".

KnbepbynnuHr nnu suptyansHoe n3gesaTenbCTBO

KnbepbynnuHr - npecrnegoBaHne cooOLeHnaMK, coaepXawumMmm  ocKopbreHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; couuanbHoe OOMKOTMPOBaHME C MOMOLLbIO
pasnU4YHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbyNIIMHIoM:

1. He 6pocancsa B 6on. Jlyqywmnn cnocob: nocoBeToBaTbCs Kak cebsa BECTU U, eCnun HeT
TOro, K KOMy MOXHO 06paTUTbLCA, TO BHaYane ycnokonTtecs. ECnv Tbl HAYHeLWb OTBeYaTb
ockopbneHnsamMn Ha ockopbneHus, To ToNbKo ewe BonbLue pasoXxkellb KOHMNKT;

2. Ynpaenan ceoen knbeppenytaumnen;

3. AHOHMMHOCTb B ceTu MHuMas. CyLllecTBYHOT CNocobbl BbIACHUTb, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He cTOMT BECTM XynuraHckuin obpas BupTyanbHOM XU3HU. IHTEepHET ukcupyeT Bce
TBOW AENCTBUS MU COXpaHseT ux. Yoanutb nx bygeT kpanHe 3aTpygHUTENBHO;

5. Cobntogan cBow BUPTYarbHY YeCTb CMOSIOAY;

6. NrHopupyn eguHnYHbIN Heratue. OgHOpa3oBble OCKOpOUTESbHbIE COOBLLIEHUS NyyLle
nrHopmpoBaTtb. OBbIYHO arpeccus npekpawaeTcs Ha HavyanbHOW CTaauu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOBLLEHNAMU, B coLManbHbIX
CeTAX eCTb BO3MOXHOCTb HIOKMPOBKMN OTMPaBKM COOBLLEHNI C onpeaeneHHbIX aapecos;
8. Ecnu Tbl cBuagetenb kubepbynnuHra. TBOM [ENCTBUSA: BbICTYNUTb NPOTUB
npecnegosatens, nokasaTb €My, 4YTO €ero [AeWCTBUS OLEHMBAKOTCA HeraTuBHO,
noaaepXaTb XepTBY, KOTOPOW Hy>KHa MCMXonornyeckas nomollb, CoOobLWUTbL B3pOCHbIM
0 paKkTe arpeccuBHOro NOBeAEHUS B CETU.

MoOunbHbIN TeNnedoH



CoBpeMeHHble cMapTdOHbl M NMaHWeTbl cogepxaTr B cebe BMOMHe B3POCHbIv
dyHKUMOHAN, U Tenepb OHWU MOrYT KOHKYPUPOBaTb CO CTaLMOHAPHbLIMU KOMMbIOTEPAMU.
OpHako, cpeacTB 3almThbl 418 NOAO06HbBIX YCTPONCTB NoKa OYeHb Mano. TecTupoBaHue U
MOUCK YSI3BMMOCTEN B HUX MPOUCXOAUT HE TaK UHTEHCUBHO, Kak ans K, To xxe camoe
KacaeTca 1 MOBUITbHBIX MPUNOXEHUIA.

CoBpeMeHHble MOBUIbHbIE Bpay3epbl yXKe NpakTUYeCKN JOrHanm HacTomnbHble aHanoru,
OfHaKo paclmpeHne (pyHKUMoHana BneyeT 3a cobon 6onbLLY CIOXHOCTb U MEHbLLYHO
3alMLLEHHOCTb.

[aneko He Bce Npou3BOAUTENWN BbINyCKaloT OOHOBNEHUS, 3aKpbiBaloOLLME KpUTUYECKUE
YSA3BMMOCTU OJ151 CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e3onacHoCcTN MOBUNbHOro TenedoHa:

Huuero He siBnsieTca no-Hactosiwemy 6ecnnaTtHbiM. byab ocTOpOXeH, BeAb korga Tebe
npegnaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKMe-TO NaTHbIE YCIYru;
Oyman, npexge yem otnpasutb SMS, oTo nnu Bnaeo. Tbl TOYHO 3Haelb, rAe OHU
OyayT B KOHEYHOM uTore?

Heobxoanmo 06HOBNATL ONEpPaLNOHHY0 CUCTEMY TBOErO CMapTOHa;

Mcnonb3yi aHTMBUPYCHbIE NporpamMmmbl A MOBUNbHbIX TeNedOHOB;

He 3arpyxan npunoXxeHuss OT HEM3BECTHOrO MCTOYHMKA, BeOb OHW MOryT coAepXaTtb
BPe4OHOCHOE nporpaMmmMmHoe obecneveHue;

[Mocne TOro kak Tbl BblMAEWb C CauTa, rge BBOLWST NUYHYKO MHGOpMauuo, 3angm B
HacTpownku Bpaysepa u yganu cookies;

[Mepuogmnyeckn NpoBepsan, Kakme nraTHble YCNyrn akTMBUPOBaHbI HA TBOEM HOMEpPE;
[aBai cBo HOMep MOBUBHOrO TenedoHa TOMNbKO MOAAM, KOTOPbIX Thl 3HAELb U KOMY
aosepsieLlb;

Bluetooth gomxeH 6bITb BbIKMOYEH, KOraa Tbl UM He nonb3yelwbes. He 3abbiBan nHorga
NpoBepATb 3TO.

Online urpbl

CoBpeMeHHble OHMalH-Urpbl - 3TO KpacOYHble, 3axBaTblBaloLLUMe pa3BlieyYeHus,
06beaNHSAOLLME COTHU ThICSY YENoBEK N0 BCeMY MUpPY. UIrpoknM nccnenyoT AaHHbIA UM
Mup, obLialTca apyr C ApYrom, BbIMOSHAKT 3a0aHUs, CpaKalTCs C MOHCTpaMu U
nony4aroT onbIT. 3a YA0BOMBLCTBME OHM NNATAT: NOKYNaloT ANCK, onnavymBatoT aboHEMEHT
nnu npnobpeTaroT Kakme-To onuuun.

Bce atM cpeactBa vayt Ha noggepxaHve W pasBUTUE UIPbl, a TakKkKe Ha camy
6e30nNacHOCTb: COBEPLLEHCTBYIOTCHA CUCTEMbI aBTOPU3aLUK, BbINyCKalOTCA HOBbIE NaTyu
(umdbpoBble 3annaTkn gns nporpamMmm), 3aKpbiBatOTCH YA3BUMOCTU CEPBEPOB.

B nopobHbIx vrpax CToUT onacaTtbCsi HE CTOMbKO CBOMX COMEPHUKOB, CKOSbKO KpaXku
TBOEro Naponsi, Ha KOTOPOM OCHOBaHa cUcTeMa aBTopm3aummn 6ONbLUMHCTBA Urp.
OcCHOBHble coBeTbl N0 6e30MacHOCTU TBOEro MrPOBOro akKayHTa:

1. Ecnn gpyron nrpok Beget cebsa nioxo unv cosgaeT Tebe HenpusaTHOCTK, 3abnoknpym
ero B CNuncKe UrpoKoB;

2. Tloxanynca agMuMHUCTpaTopaM Wrpbl Ha Mfoxoe MoBefeHWe 3JTOro Urpoka,
XenartenbHO NPUIOXUTb Kakne-To AoKasaTernbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nu4yHyto nHGopMauuto B npodpanne urpsbl;

4. YBaxaun opyrnx y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBamn HeomymnanbHble naTtiv n Moapl;

6. Aicnonb3yn CrioXHble 1 pasHble Naposnu;

7. Oaxe BO Bpemsi Urpbl He CTOUT OTKMYaTb aHTUBUpYC. [Moka Tbl Urpaellb, TBOW
KOMMbIOTEP MOTYT 3apa3unTb.

OULLIVHI NNK Kpaka NNYHbIX JaHHbIX

OObIYHOM Kpaxen AeHer M OOKYMEHTOB CErofHs YXe HWKOro He yauBUlb, HO C
pasBUTUEM WHTEPHET-TEXHOSIOMMA 3MOYMbILLSIEHHUKM NEPEMECTUSICE B MHTEPHET, U
nNpoAoskatT 3aHMMaTbCs "nbnmsiM" genom.



Tak nosiBMNacb HoBas yrpo3a: UHTEPHET-MOLUEHHMYECTBA MU (DULLKNHT, rMaBHasa uerb
KOTOPOro COCTOMT B NOMyYeHUN KOHPUAEHLUMANbHbIX aHHbIX NONb30BaTeNen - NOrMHoB
n naponen. Ha anrnuinckom a3bike phishing uitaetca kak duwmHr (ot fishing - pbibHas
nosns, password - naporb).

OcHoBHble coBeTbl No 6opbbe ¢ pULLMHIoMm:

1. Cnean 3a cBOMM akkayHTOM. Ecnu Tbl nogospeBaellb, YTO TBOSA aHKeTa Obina
B3noMaHa, To Heob6xoanMmo 3abnokMpoBaTh €€ N CoobLWNTL agMMHUCTpPaToOpamM pecypca
00 3TOM Kak MOXXHO CKOpee;

2. Ncnonb3yn 6e3onacHble BE6-CanTbl, B TOM YMCIE, MHTEPHET-Mara3anHoB 1 MONCKOBbIX
cuctem;

3. Micnonb3yn crnoxHele 1 pasHble naponu. Takum obpasom, ecnu Tebs B3nomatoT, TO
3M10YMbILLUSIEHHMKM NOSTydaT SOCTYN TOSMIbKO K OAHOMY TBOEMY MPOcusio B CETU, a HE KO
BCEM,;

4. Ecnn Tebs B3nomanu, To HeobxoaMmo npeaynpeamTb BCEX CBOMX 3HAKOMbIX, KOTOPbIE
pobaBneHbl y Teb4 B Apy3bsiX, O TOM, YTO Tebs B3fiomanu 1, BO3MOXHO, OT TBOErO UMEHM
OyaeT paccbinaTbCsa cnam 1 CCbINKM Ha (OULLNHIOBLIE CalThl;

5. YcraHoBu HagexHbI naponb (PIN) Ha MOBUIbHBIN TenedoH;

6. OTKNO4YM coxpaHeHne napons B bpayaepe;

7. He oTkpbiBan hannbl U Opyrne BrOXEHUs B NMUCbMax, AaXe ecriv OHM Npuwnu ot
TBOMX Apy3en. Jlydule yTOYHU Yy HUX, OTNPaBnsnn fim oHn tebe atn hannol.

Lindposaga penyraums

Lindposaga penytauus - aTo0 HeraTMBHasi UM NO3NTUBHaNA MHpopmaLums B ceTn o Tebe.
KomnpomeTtupytowaa nHgopmaumns, pasMmeLlleHHass B MHTEPHETE, MOXET Cepbe3HbIM
0o0pa3om OTpasnTbCs Ha TBOEW pearibHOMW Xu3Hu. "LindpoBas penyTtauyums" - aTo TBOM
UMUK, KOTOPbI hopMupyeTcsa n3 nHpopmaumm o Tebe B MHTEPHETE.

TBOe MecTO XuTenbcCTBa, Y4yebbl, TBOe (UHAHCOBOE MONIOXEeHUe, OCOBEHHOCTU
XapakTepa n pacckasbl 0 6nn3Knx - BCe 3TO HaKannmMBaeTcs B CETU.

MHorne noapoCTKM NErkoMbICIIEHHO OTHOCATCS K My6nukaumm nMYHOn MHopMauuun B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNeACTBUA. Thl JaXe He CMOXeLlb 4oragaTbCs
0 TOM, YTO poTorpadus, pasmelleHHasa 5 net Hasag, crana NPUYNMHON oTKasa NPUHATb
Tebsa Ha paboTy.

KommeHTapuu, pasmelleHne TBoux doTorpadoun wn gpyrme OenctBus MOryT He
MCYE3HYTb Aa)ke Mocne Toro, Kak Tbl UX yAanuib. Tbl HE 3Haellb, KTO COXpaHun 3Ty
MHpopMaLmio, nonana v oHa B MOMCKOBbIE CUCTEMbI MU COXPaHUach fv OHa, a rnaBHoe:
4yTO nogymalT O Tebe okpyxawwue nan, KoTopble HangyT M yBUMAAT 3TO0. Hantum
NHPOPMAaLINIO MHOMO NET CNyCTA CMOXeT Ntobon - kKak n3 gobpbix NOBYXAEHUN, TaK N C
HaMepeHNeM NPUYMHUTL Bpend. OTO MOXET ObITb KTO YrogHO.

OcHoBHbIE COBETbI MO 3alumMTe UMGPOBOM penyTaLmm:

1. Nogyman, npexge 4yem 4to-TO nNybnvkoBaTb M nepepasatb y cebs B 6nore unn B
coumanbHOn CeTu;

2. B HacTporikax npodunsa yCTaHOBU OrpaHUYeHnst Ha NPOCMOTP TBOEro Npoduns n ero
coOepXXuUMoro, caenam ero Tonbko "onga gpysen”;

3. He pasmellan n He ykasbiBan MHOPMaLMIO, KOTOpast MOXeT KOro-nmbo ockopbnsitb
nnm obmxaTb.

ABTOpCKOE nNpaBo

CoBpeMeHHble LIKOMbHUKN - aKTMBHble MOMb3oBaTeNU LMEPOBOro MNpPOCTPAHCTBA.
OpHako Janeko He BCce 3HaloT, YTO MNOoSiIb30BaHNE MHOMMMU BO3MOXHOCTSAMU LIMGPPOBOro
Mupa TpebyeT cobnogeHns npae Ha MHTENNEKTyanbHyt0 COOCTBEHHOCTb.

TepMuH "MHTennekTyanbHas COOCTBEHHOCTb" OTHOCUTCA K Pa3fiMYHbIM TBOPEHMSM
4YernoBeYyeckoro yma, HauvMHas C HOBbIX M300peTeHMr U 3HaKoB, O00O03Ha4aroLMX
COOCTBEHHOCTb Ha MNPOAYKTbI M YCINyrn, KU 3akaHumBasi kKHUramum, doTorpadumsmu,
KUHOUITbMaMU U My3blKanbHbIMU NPON3BEAEHNSIMU.



ABTOpPCKME NpaBa - 3TO NpaBa Ha UHTENNEeKTyanbHyl0 COBCTBEHHOCTb Ha NPON3BEAEHMS
HayKu, nMtepaTtypbl U UCKyccTBa. ABTOPCKME MpaBa BbICTYNalT B Ka4yecTBe rapaHTum
TOro, YTO MHTENNEKTYarnbHbIN/TBOPYECKUI TPYL aBTopa He ByaeT HanpacHbIM, AacT eMy
cnpaseanuBble BO3MOXHOCTM 3apabotaTb Ha pesynbTaTax CBOero Tpyada, NnosyuvTb
N3BECTHOCTb U NpusHaHue. HukTo 6e3 paspelleHns aBTopa He MOXeT BOCNPOU3BOANTb
ero npousBedeHue, pacnpocTpaHATb, My6NMYHO OEeMOHCTpMpoBaThb, MNpoAaBaTth,
MMNOPTMPOBAaTb, MycKaTb B NpokaTt, NybrMyHO WMCNOMHATb, NOKa3blBaTb/UCMOMHATL B
athupe unu pasmewatsb B IHTepHeTe.
Mcnonb3oBaHue "nupatckoro” nporpammMHoro obecnevyeHms MoXxeT NPUBECTUM K MHOMMM
puckam: OT NOTepU AaHHbIX K TBOMM akkayHTam 4O 65IOKMPOBKM TBOEro YyCTPOWCTBA, rae
yCTaHOBEHa HerneranbHasa nporpamma. He ctouT Takke 3abbiBaTb, YTO CYLLECTBYIOT
neranbHble N BecnnaTHble NPOrpaMMbl, KOTOPbIE MOXHO HANTU B CETU.
O noptane
CeTeBUMYOK.pd - TBOM [MaBHbIA COBETYMK B CeTW. 34eCb Thl MOXelb Y3HaTb O
6e30nacHOCTM B CETU MOHATHbIM M OOCTYMHbIM S3bIKOM, @ NpPU BO3HUKHOBEHWUN
KPUTUYECKOM CcUTyauum obpaTtntbCa 3a COBETOM. A TakKe NPUHATbL ydacTue B KOHKypcax
N cTaTb cCaMbIM LUMPPOBBLIM rpakgaHNHOM!

Mpunoxenne N 3
NAMATKA ANA POOUTENEN OB MH®OPMALIMOHHON BE30OMNMACHOCTU OETEN
OnpeneneHne TepMuHa "MHGOpMaumoHHas ©Ge3onacHOCTb AeTen" COoAepXuUTcs B
®epepanbHom 3akoHe N 436-®3 "O sawmTe geten oT MHOpPMaLUN, NPUYMHSAIOLLEN
BpeL WX 300POBbI0 U pa3BUTUIO", perynupyroLliMmMm OTHOLLEHUSA, CBA3aHHbIe C 3allunToun
aeTten oT MHoOpMauuu, NPUYNHALEN Bpes UX 300POBbLI0 1 (Mnun) passutnio. CornacHo
AaHHOMY 3akoHy "umHdopmaumoHHass 6es3onacHocTb AeTen" - 3TO  COCTOSHME
3alMUEHHOCTN, MpPU  KOTOPOM OTCYTCTBYET PUCK, CBS3aHHbIN C MNPUYUHEHNEM
NHopMaLmen Bpeaa nx 34opoBbo U (Mn) PU3NYECKOMY, NMCUXUYECKOMY, AYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.
B cuny ®epepansHoro 3akoHa N 436-93 nHdopmaumnen, npUUnHAOLLEN Bpes 300PO0BbIO
n (MNKn) passuTUIO AeTen, ABNAeTCs:
1. "HoOpMaLM4, 3anpeLLeHHas ans pacnpocTpaHeHns cpean OeTen;
2. Hbopmauus, pacnpocTpaHeHe KOTOPOM OrpaHUYeHo cpeaun aeten onpenerneHHbIX
BO3PaACTHbIX KaTeropun.
3. K nHpopmaummn, 3anpeLLeHHOn ana pacnpocTpaHeHus cpean geTen, OTHOCUTCA:
4. vHdopmMauus, nobyxaarowas geTen K COBEPLUEHMIO AENCTBUMN, NpeacTaBnsAoLLmnX
Yyrpo3y UX XW3HU N (UNn1) 300POBbLI0, B T.4. NMPUYUHEHUIO Bpeda CBOEMY 3[40POBbLIO,
camoybunncTay;
5. cnocobHOoCTb BbI3BaTb Yy AETEN KenaHue ynoTpebuTb HapKoTMYeckue CpeacTsa,
NCUXOTPOMHbIE U (MNKN) ogypMaHuBaloLue BelecTBa, TabayHble n3aenus, ankorosibHy
N cnnpTocodepXaLlyo NPOAYKUMIO, MMBO U HANUTKX, U3roTaBfIMBaeMble Ha ero OCHOBE;
NPUHATL y4acTue B a3apTHbIX Urpax, 3aHMMaTbCa NPOCTUTYLMEN, BPOaSKHNYECTBOM Un
NONpoOLLanHNYEeCTBOM,;
6. o6ocHOBbIBatoLLLAs UM onpasAbiBaoLLas JONYCTUMOCTb HACUNNA U (M) KECTOKOCTU
nmbo nobyxaarolwaa ocyWecTBAATb HACUMbCTBEHHbIE OEWUCTBUSA MO OTHOLUEHUK K
NAAM U XKUBOTHbIM;
7. oTpuuawLwias ceMerHble LEeHHOCTU N hopMUpytoLWas HeyBaXeHne K poguTensam u
(Mnwn) gpyrMm YneHam cembi;
8. onpaBgbiBatoLLasi NPOTMBONPAaBHOE NOBEAEHNE;
9. cogepxallas HeueH3ypHYLo BpaHb;
10. cogepxallasa nHopmMaumio NopHorpadMyeckoro xapakrepa.
K nHdopmauum, pacnpocTtpaHeHne KOTOPOK OrpaHMYeHO cpean AeTen onpeneneHHoro
BO3pacTa, OTHOCUTCS:



1. nHopmaums, npeacraBnsiemas B Buae nM3obpakeHus unm OnmcaHust XXeCTOKOCTH,
dmamyeckoro n - (UM)  NCUXMYECKOro  Hacwunus, NPecTynfeHns Uunm  UHOro
aHTMOOLLIECTBEHHOIO AENCTBUS;

2. BbI3blBalOWAsa y AeTen CTpax, yKac WNn NaHuKy, B T.4. NpeacTaBnsemas B Buae
N300paxXeHnss UM OMUCaHMUS B YHWXKAKOLWEN 4YenoBeveckoe AOCTOMHCTBO dopme
HEeHaCUNbCTBEHHON CMepTW, 3aboneBaHusi, camMoybuincTBa, Hec4YacTHOro criyyas,
aBapumn Unun katactpodbl U (UK) UX NOCNEACTBUM;

3. npefcTaBnsemMas B BUAe NM300paxXeHNa Unu OnMcaHns nofnoBbIX OTHOLLIEHUA MexXay
MY>KYMHOW N XKEHLLMHOW;

4. cogepxalliasa 6paHHble CroBa 1 BblpaXXeHUs!, He OTHOCALLMECS K HELLEH3YPHOWN BpaHu.
C yueTtom atoro Bam npegnaratotcs npasuna paboTtbl B ceTn IHTEpHET AN pasnuyHbiX
BO3paCTHbIX KaTteropun, cobntogeHune KOTOpbIX no3BonnT obecneunTb
NHPOPMaLMOHHYI0 6e30NacHOCTb BallnX AeTEN.

O6wwue npaBuna ans poautenen

1. HesaBucumo oT Bo3pacta pebeHka uCnonb3ynTe nporpammHoe obecneveHue,
nomorawuwiee uUNbTPOBaTb M KOHTPONMPOBaATb MH(OpMaLMO, HO He nofaramTechb
MNOMHOCTBIO Ha Hero. Bawe BHUMaHue K pebeHKy - rmaBHbIN MEeTo[, 3aLUUThI.

2. Ecnv Baw pebeHoK nMeeT akkayHT Ha 0OHOM M3 coumanbHblx cepucos (Livedournal,
blogs.mail.ru, vkontakte.ru wn T.n.), BHMMatenbHO u3y4nTe, Kakyl WHGOPMaLNIO
MOMELLAKT ero y4acTHUKM B CBOMX Npodhmnsax u brorax, Bkntodasa ootorpacdum n Buaeo.
3. lpoBepbTe, C KakMMu OpyruMy caMTamu CBHA3aH coumanbHbli cepBuc Bawero
pebeHka. CTpaHnykmn Bawwero pebeHka moryT 6biTb 6e30nacHbIMU, HO MOTYT U coaepXaTb
CCbIIKW Ha HexenaTtenbHble U OnacHble canTbl (Hanpumep, MOPHOCaWT, UMK CaunT, Ha
KOTOpPOM [pyr YrnoMuWHaeT Homep coToBoro tenedoHa Bawero pebeHka wvnu Baw
AOMaLlHUK agpec)

4. Moowpsnte Bawwnx geten coobwats 060 BCEM CTPAHHOM UK OTTankMBawLeM N He
CINULLKOM OCTPO pearnpymTe, Korga OHuM 3TO AenaroT (M3-3a onaceHus noTepsaTb A4OCTyn
K WHTepHeTy AeTn He roBOpSAT poauTensamMm O npobnemax, a Takke MOryT HayaTb
ncrnonb3oBaTb VIHTEpPHET BHE JOMa W LLUKOMbI).

5. byabTe B Kypce ceTeBoM Xu3Hu Bawero pebeHka. VIHTepecynTech, KTO UX Apy3bs B
MHTepHeT TakK Xe, Kak MHTepecyeTecb pearibHbIMU OPY3bSMU.

BospacTt ot 7 go 8 ner

B UIHTepHeTe pebeHoK cTapaeTcs NOCETUTb T€ UMM MHble CalTbl, @ BO3MOXHO U YaTbl,
paspeLLleHne Ha MOCELLEHNE KOTOpPbIX OH He nonyyun 6bl oT pogutenen. loatomy
poanTenam OCOBGEeHHO mnonesHbl OyayT Te OTyeTbl, KOTopble NpeaoCTaBnsAlTCA
nporpaMmMamMu Mo OrpaHUYeHUD ucnosib3oBaHna WHTepHeTa, T.e. PoauTtenbckumn
KOHTPOSb USIN TO, YTO Bbl CMOXETe yBUAETb BO BpeMeHHbIX dhannax. B pesynbTaTte, y
pebeHka He GydeT OowWyLIEHNS, YTO 3a HUM BeAEeTCHA MOCTOSHHbIN KOHTPOSb, OAHAKO,
poautenn 6yaoyT MNo-npexHemy 3HaTb, Kakne canTbl nocewaer ux pebeHok. [detn B
AaHHOM Bo3pacTe obnagarwT CUMbHbIM 4yBCTBOM CEMbW, OHWU [AOBEPYMBbLI U HeE
COMHeBatoTcs B aBToputeTax. OHM NobAT urpath B ceTEBbIE UrPbl U NyTelecTBOBaTh Mo
MHTEepHETY, wncnonb3yss SNEeKTPOHHYK MOoYTy, 3axoAuTb Ha CanTbl W YaTbl, He
pPEKOMEHLOBaHHbIE POAUTESNSIMN.

CoBeTbl N0 6e3onacHocTn B cetTn NHTepHeT ansa geten 7 - 8 net

1. Co3pganTe CnMCOK JOMAaLLHMX NpaBuni noceweHns MHTepHeTa npu yv4actum geten u
TpebynTe ero BbINOSTHEHWS.

2. Tpebynte oT Bawero pebeHka cobntogeHusi BPeMEHHbIX HOPM HaxoXaeHusi 3a
KoMnbloTePOM. [okaxkmTe pebeHky, Yto Bbl HabntogaeTte 3a HAM He NOTOMY 4YTO Bam 310
xo4yeTcsl, a noToMy 4to Bbl 6ecnokontecb 0 ero 6es3onacHoOCTM MU Bcerga rotoBbl emy
MOMOYb.

3. KomnbtoTep ¢ nogkntodeHnem K VIHTepHeTy OOMmKeH HaxoguTbCs B obLen KoMHaTe
nog, NPMCMOTPOM poanTEnen.



4. Vicnonb3ynTte cneuunanbHble 4eTCKMe NONUCKOBbIE MALLMHBI.

5. Ncnonb3ynTe cpeactaa BrOKMPOBaHUA HeXenaTenbHOro KOHTEHTa Kak AOMNONHEeHne K
cTaHgapTHOMYy PoamnTenbCckoMy KOHTPOSHO.

6. CosganTe ceMenHbl JMEKTPOHHbIN AWMK, 4TOObl He MO3BONMUTL OETAM WUMETb
cobCTBEHHbIE agpeca.

7. bnokvpynte AocTyn K cahtam c¢ 6ecnnaTHbIMU MOYTOBLIMU SLLMKAMWU C MOMOLLbLIO
COOTBETCTBYHLLEINO NPOrpamMmMHoOro obecneyeHus.

8. [lpuyunte peten coseToBaTbCsa C Bamu nepen onybnukoBaHueM Kakom-nmobo
MHOpMaLMN cpeacTBaMu 3TIEKTPOHHOM MOYThbl, YaTOB, PErucTpaumMoHHbIX (POPM W
npodgounen.

9. Hayuute geten He 3arpyxaTb dansibl, nporpaMmmbl v My3biky 6€3 Ballero cornacusi.
10. He paspeluante geTam ncnonb3oBath Cry>KObl MTHOBEHHOrO 0OMeHa coobLLeHNaMUN.
11. B "6enbin" cnMcok canToB, pa3peLUeHHbIX 4515l MOCELLEHNS, BHOCUTE TOMNbKO CalTbl C
XopoLuen penyTaumen.

12. He 3abbiBanTe 6ecenoBath ¢ 4eTbMu 06 nx apy3bsax B IHTepHeTe, kak ecnn Obl peyb
Lna o Apy3bsiX B peasibHON XXU3HW.

13. He penante "taby" n3 BONpPOCOB NOSIOBOW XW3HU, TaK Kak B IHTepHeTe aetn moryT
Nerko HaTKHYTbCA Ha NopHorpaduio unm cantel "gna B3pocsbix”.

14. lMpuyunte Bawero pebeHka coobwaTte Bam O nobbIX yrpo3ax unuM TpesBorax,
CBA3aHHbIX ¢ MHTepHeToM. OcTaBanTecb CNOKOMHbIMU U HANOMHUTE OETAM, YTO OHU B
©e3onacHOCTM, ecnM camMu paccka3anM Bam O CBOMX TpeBorax. [loxBanute ux wu
NOCOBETYNTE NOAONTU eLle pa3 B NOAOBHbIX Criyvasix.

Bospact geten ot 9 go 12 net

B maHHOM BO3pacTe Aetn, Kak npaBuIio, YXKe HacrbllaHbl O TOM, Kakasi MHopmaums
cywectsyeT B WMHTepHeTe. CoBepLlUEHHO HOPMarnbHO, YTO OHUM XOTAT 3TO YBWUAOETH,
NpoYecTb, ycnbliwaTtb. [py 3TOM HYXXHO MOMHUTb, YTO [LOCTYN K HeXenaTenbHbIM
mMaTepvanamMm MOXHO nerko 3abnokupoBaTb npu nomowm cpeacts Poautenbckoro
KOHTPONA.

CoBeTbl N0 6e3onacHocT ans aeten ot 9 go 12 net

1. Cosgante CnMCOK AOMAaLLHMX NpaBun noceweHns VHTepHeT npu yvyacTum geTen u
TpebywTe ero BbIMOMHEHUS.

2. TpebynTte oT Bawero pebeHka cobnogeHns HOpM HaxXoXOEeHUs 3a KOMMbLITEPOM.

3. Habnogante 3a pebeHkom npu paboTe 3a KOMMbOTEPOM, NOKaXuTe emy, 4To Bbl
BecnokonTecb 0 ero 6e30nacHOCTM 1 BCerga rotoBbl Oka3aTb €My NOMOLLb.

4. KomnbtoTep ¢ nogknioyeHnemM B VIHTEpPHET AOIMKEH HaxoaMTbCcA B 0OLLEen KoMHaTe nog
NPUCMOTPOM poguTeNen.

5. Vicnonb3yinte cpenctea 6r1OKMpPOBaHUS HEXEeNaTeNbHOro KOHTEHTa Kak JOMNOSNTHEHNE K
cTaHgapTHOMYy PoamnTenbCckoMy KOHTPOSHO.

6. He 3abbiBanTe nNpuHUMAaTb HeENoCpeAcTBEHHOE Yy4yacTue B XU3HU pebeHka,
OecepnoBaTb C AeTbMK 00 nx Apy3bsx B VIHTepHeTe.

7. HactamBante, 4TOObI 4E€TM HUKOrAA He cornallanncb Ha NIMYHbIE BCTPEYN C ApY3bsiMu
no VIHTepHeTy.

8. lMos3Bonante OeTaM 3axoAuTb TONbKO Ha canTbl M3 "OGenoro" cnucka, KOTopbIn
co3ganTe BMEecTe C HUMMN.

9. Tlpuyunte peTer HuMKOrga He BbldaBaTb JNUYHYO WMHOpMaunio cpencTeamu
3MEKTPOHHOM  MOYTbl, 4YaToOB, CWUCTEM MFHOBEHHOr0O OOMeHa COObLLEHNAMM,
PErncTpaumMoHHbIX (opM, NUYHbIX NpoduNen M Npu perncTtpauum Ha KOHKYpCbl B
NHTepHeTe.

10. NpuyunTte aeTten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHus. O6bacHUTE
MM, YTO OHM MOFYyT CIlydanHO 3arpysuTb BUPYCbl WNAW OPYyroe HexenartenbHoe
nporpammMmHoe obecneveHue.



11. CospanTte Bawemy pebGeHKy OrpaHuMYeHHyK YYeTHyH 3anucb ans paboTbl Ha
KOMMbIOTEPE.

12. lNpuyunte Bawero pebeHka coobwate BaM O MbbIX yrpo3ax WM TpeBorax,
cBsA3aHHbIX ¢ HTepHeToM. HanomHuTe getam, 4to oHM B 6e3onacHOCTW, ecnu camu
pacckasanu Bam 0 CBOMX TPEBOrax 1 onaceHmnsx.

13. Pacckaxunte getsm o nopHorpadum B MHTepHeTe.

14. HactanBanTe Ha TOM, 4TOObI 4eTU NPeaoCTaBNANN Bam AOCTYN K CBOEN 3NTIEKTPOHHOM
noyTe, YToObI Bbl Y6EOUNNCH, YTO OHM HE 06LaTCA C HE3HAKOMLUAMM.

15. OObAcHUTE p[eTaM, YTO Henb3s WCNoNb3oBaTb CeTb ANA  XYNUraHcTBa,
pacnpocTpaHeHnsi CNeTEH Un yrpos.

Bospact geten ot 13 go 17 net

B aTom BO3pacTte nogpoCTKM aKTUMBHO UCMOSb3YHOT MOUCKOBbIE MalUWHbI, NOMb3YyTCA
3MEKTPOHHOM MNOYTOW, cnyxb6amy MrHoBeHHOro obmMeHa CcoOoOLEHMSIMKU, CKauMBaloT
My3blky 1 ¢unbmbl. Manbynkam B 3TOM Bo3pacte Gonblie No HpaBy cmeTaTb Bce
OrpaHNYeHUnsl, OHW XaxayT rpyboro tomopa, asapTHbIX UrP, KApTUHOK "Ons B3pocnbIX".
[eBoykn npegnouynTaloT obwaTbCA B 4atax, NpM ITOM OHWM ropasgo Gonee
YyBCTBUTENbHbI K CEKCYanbHbIM JOMOraTtenbcTeam B VIHTepHeTe.

3ayacTyo B JaHHOM BO3pacTe poaMTENSM YXXe BECbMa CITOXXHO KOHTPONMPOBaTb CBOUX
AeTen, Tak kak 06 VIHTepHeTe OHM yxKe 3HaOT 3HaYnTENbHO BorNbLUe CBOUX POAUTENEN.
Tem He MeHee, He oTnyckante pgeten B "cBobogHoe nnaBaHue" no WIHTepHeTy.
CrapanTecb akTMBHO y4acTBoBaTh B 06LeHnn pebeHka B MIHTepHeTe.

BaxHo no-npexHemy cTporo cobniogate npasuna WHTepHeT-6e3onacHocTn -
cornawleHune mexay poautensamu n getbMu. Kpome 10ro, He06XoaMMO Kak MOXHO YalLle
npocmaTpmBatb OTYeTbl O AeaTenbHocTn aetern B WHTepHeTe. Cnegyer obpatutb
BHMMaHMe Ha HeobXoOMMOCTb COAepXaHust poauTenbCKUX naponen (naponewn
aJMWHNCTPATOPOB) B CTPOrOM cekpeTe U 00paTuUTb BHUMaHWE Ha CTPOroCTb 3TUX
naponen.

CoBeTbl N0 6e30nacHoCcTM B 3TOM Bo3pacTe oT 13 go 17 nert

1. CospganTe CNMCOK [OMalLHMX npaBun noceweHna WIHTepHeTa npu  ydacTum
noapocTkoB N TpebynTte 6e3ycnoBHOro ero BbinofnHeHusi. ObroBopute ¢ pebeHKoM
CMMCOK 3anpeLieHHbIX canToB ("J4epHbli cnmcok"), 4acbl paboTbl B WHTepHeTe,
PyKOBOACTBO MO 06LeHnto B IHTepHeTe (B TOM 4Ynche B YaTtax).

2. KomnbloTep € nogkntodeHnem kK cetn WHTepHeT AormkeH HaxoamTbCs B obLuen
KOMHaTe.

3. He 3abbiBante 6ecenoBatb ¢ AeTbMu 00 MX Apy3bsiX B VIHTEpHETE, O TOM, YEM OHU
3aHATbI Taknm obpasom, ByaTo peyb MaeT o Apy3bsaX B peanbHOM Xu3Hu. Cnpawmsante
0 Nnoasix, ¢ KOTopbiMM AeTn obliatTcsa nocpecTBOM Crnyk6 MrHoBeHHOro obmeHa
coobLeHnaAMM, YTOObI yBeanTbeca, YTO 3TK N0AN UM 3HAKOMBbI.

4. Nicnonb3ynTe cpencrea GroKMpoBaHNSA HEXeNaTenbHOro KOHTEHTA Kak AOMNOSTHEHUE K
cTaHgapTHoOMy PoauTtenbCcKkomMy KOHTPOSHO.

5. Heobxogumo 3HaTb, KakMmu 4atamu nonb3yrtcs Baww pgetu. [lNoowpsnTe
MCNONb30BaHNE MOAEPUPYEMbIX YaTOB M HacTamBanTe, 4ToObl OeTU He obwanucb B
NPMBaTHOM peXume.

6. HactanBante Ha ToMm, 4YTODObl OETM HUKOrAA HE BCTPEYanuCb SIMYHO C APY3bSMU U3
cetn HTepHer.

7. MpuyynTte aeten He BblgaBaTb CBO JIMYHYIO MHGOPMALUIO CpeacTBaMU INEKTPOHHON
NOYTbl, YAaTOB, CUCTEM MFHOBEHHOrO OOMeHa COOBLLEHNAMN, PEMMCTPALMOHHBIX OOPM,
NNYHBIX NpodUIen 1 Npun perncTpaunm Ha KOHKypcCbl B IHTepHeTe.

8. MpuyunTe aeten He 3arpyxatb nporpammbl 6e3 Bawero paspewieHus. O6bacHUTE UM,
YTO OHWM MOTYT Cry4arHO 3arpy3nTb BMPYCbl UM OpYyroe HexenaTenbHoe nporpaMMHoe
obecneyeHue.



9. lMpuyunte Bawero pebeHka coobwate BaM O nNOOLIX yrpo3ax wnM TpeBorax,
CBs3aHHbIX C VIHTepHeTOM. HanomHuTe getsMm, 4To OHM B HGe3onacHOCTU, ecnn camu
pacckasanu Bam, O CBOMX yrpo3ax unm tpesorax. lNoxsanute nx n nocoBeTynTe nogonTn
ewe pas B NoAobHbIX crnyyasx.

10. Pacckaxute getsam o nopHorpacdpum B NHTepHeTe. NMomornte um 3alnMTUTLCA OT
cnama. HayunTe nogpocTkoB He BbldaBaTb B WHTepHeTe CBoero pearibHOro
3IIeKTPOHHOro ajpeca, He OTBevyaTb Ha HexenaTtenbHble NMCbMa WM UCMNOoSib30BaTb
cneumanbHble NoYTOBbIE PUMBTPbI.

11. MNpuyunTte cebsa 3HaKOMUTLCSA C cCanTamu, KOTOpble NoceLatoT NOAPOCTKN.

12. HayunTe geten yBaxaTb APYrMx B MHTEpHeTe. YBeanTechb, YTO OHM 3HAKOT O TOM, YTO
npaBuna XopoLLero noseeHna eUCTBYIOT Be3fe - AaXe B BUPTyarnbHOM Mupe.

13. OObsAcCHUTE [OeTsAM, 4YTO HM B KOEM cryyae Henb3s ucnosnb3oBatb CeTb Ans
XynuraHcTBa, pacrnpoCTpaHeHu s CnneTeH Unn yrpo3 Apyrum Noaam.

14. O6cyauTe ¢ nogpocTkammn Npobrembl ceTeBbIX a3apTHbBIX UMP U UX BO3MOXHbIN PUCK.
HanomHuTe, 4To OeTu He MOryT urpaTb B 3TU Urpbl COrNTAaCHO 3aKOHY.

[MOCTOSIHHO KOHTpONUPyMTE ucnosibdoBaHne WIHTepHeTa Bawwum pebeHkom! 310 He
HapyLleHne ero fMYHOro MpoCTPaHCTBa, a Mepa MPedoCTOPOXHOCTM M MposiBrieHue
Bawen poantenbckom oTBETCTBEHHOCTM 1 3a00ThlI.



